


Employer portal – multi-factor authentication (MFA) frequently asked questions
What is multi-factor authentication (MFA)?
MFA is a process that adds an extra layer of security through a two-step login process. You’ll need to enter:
· your usual username and password
· a one-time passcode (OTP). You can choose whether to get the OTP from an authenticator app or to have one sent to you via SMS (text message to your UK mobile phone) or email if you provide us with your details.

When will MFA be introduced?
MFA will go live at the end of March 2026. From this date, you must complete the MFA setup before you’ll be able to access the portal.

Why are we introducing MFA?
To add protection to sensitive employer and member data against cyber threats such as phishing and credential theft. MFA is now considered an industry standard for secure access.

How do I set up MFA?
One we introduce MFA, the next time you log into the portal, you’ll be prompted to choose your MFA method. 

You can choose: 
· to use an authenticator app, such as Microsoft Authenticator or Google Authenticator. This is the recommended method and it will give you a code to use.
· to get a one-time passcode sent to your phone as an SMS (message) or email.

You can then follow the on-screen instructions to complete the setup.

Which MFA method should I choose?
· Authenticator App offers the highest security and works even if you have no mobile signal.
· SMS or Email OTP is convenient but less secure and depends on network availability. Your phone number and/or email address could change from time to time too, so you may then need to contact us so we can help you reset your options. To use the SMS OTP, you will need to update your phone number by selecting ‘My Account’ and ‘Update phone number’ from the menu in the portal.

What do I do if I change my phone or email address?
If you know your phone number or email address is going to change, please get in touch with the Employer Support team for help, ideally before the change happens.

What happens if I forget my password or lose my MFA device?
If you forget your password, you can use the ‘Forgot Password’ link on the login page.

If you lose your MFA device, please contact Employer Support and they will help you to reset your MFA settings.

Can multiple users share one MFA setup?
No. MFA is linked to individual accounts for security reasons. Each user must set up their own MFA.


What should I do if I haven’t received an OTP via SMS/email?
Please check your spam folder or mobile signal. If you still haven’t received it, please try using an authenticator app.

My authenticator app doesn’t seem to be working
Please make sure the app is installed and time sync is correct on your device.

What do I do if I’ve been locked out after multiple failed attempts?
Please wait 15 minutes and try again. You will only get 5 attempts to log in before your account will be locked. You will then need to contact the Employer Support team by emailing employer.support@railpen.com or calling 0800 029 1888.

What do I do if I’ve lost access to my MFA device?
Please contact Employer Support by emailing employer.support@railpen.com or calling 0800 029 1888 to reset your MFA.

Where can I get further support?
Please, contact Employer Support at employer.support@railpen.com or call 0800 029 1888 if you have any questions or need support.
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